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Lecture bonus with Mentimeter

New bonus system _-.,;"73";' ’.=1‘¢‘ fa

Two bonus points (1%) can
be awarded in each lecture if: -

a i 0-!

1. Providing a valid full name at the Mentimeter test
2. >3 correct answers out of the 4 online test questions

Participation: P Google Play
* Mobile devices with installed Mentimeter 2 Dowrioadon the
. . ' App Store
application
* Online device with internet access http://www.menti.com




Hardware and software

Hardware Software
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Computer software

- The term 'software' was first used
by John Tukey in 1958

- Collection of computer programs,
procedures and documentation
that performs different tasks on a
computer system

Major Types of Software

Based on their function, the software types are
1. Operating systems
2. System software
3. Application software

4. Network software Application software

Word processors
Spreadsheets Data base

Games Browsers

Hardware
CPU, disks,

mouse, etc

y
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1. Operating system

- Provides common services for
efficient execution of various Application

application software -

Operating System

- Enables human input via a user
interface |

Hardware

Examples: DOS, Windows, 0OS/2, Linux, BeOS, UNIX, MacOS, OS/400 7

1. Operating system- Tasks feme

»
Hardware settings \'ﬁf {8
Protection \ |} .'.,}.,‘, @
:( \ R " Task manager

Managing hardware
Examples: DOS, Windows, OS/2, Linux, BeOS, UNIX, MacOS, OS/400 8




Operating systems: properties

Managing tasks

Users

User interface

W= iy
Specialities | J
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File name length
and special
characters.htm

Operating systems: personal computers

Desktop Windows Version Market Share Worldwide

Sept 2017 - Sept 2018
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Windows 10 editions

Home: for home use

Pro: professional version for small business purposes, cloud
technology

Enterprise: for larger units

Education: for higher education, enhanced data safety and
protection

Mobile (Mobile Enterprise):
for Windows Phone

ER Windows 10

32-bit vs. 64-bit versions:

Only 64-bit systems can
address more than 4GB of
RAM

One product family One platform

More than 1.5 billion people use Windows every day 1

Windows 10 new features

Hybrid Start menu: left: recently used applications, right:
tiles to launch programs

Edge: new internet borwser allowing notes, highlights on
web pages

Windows Hello: face fingerprint, iris recognition
Cortana: personal assistant ©

Platform independence: universal applications can be
used on computers and mobile phones interchangeably




Apple Macintosh OS history
( Macintosh system 1-7 |~ 1985-88
OS X v. 10.0 Cheetah | 2001 "
OS X v. 10.1 Puma 2001
8 :
S :
= | OS X v. 10.6 Snow Leopard 2009
0OS X v.10.7 Lion 2011
OS X v.10.8 Mountain Lion 2012
] |0S X v.10.9 Mavericks | 2013
& . 2014
g OS X v.10.10 Yosemite
2 0S X v.10.11 El Captain | 2015 e
= * macOs HidhSierra -
8 macOS v.10.12 Sierra 2016 ; i
£ R
£ || macOs v.10.13 High Sierra | 2017 O
3 macOS v.10.14 Mojave 2018 sept. 24
s macOS Mojave

Standard PC or tablet?

Mobile Desktop Tablet
51.7% 44.12% 4.18%

Desktop vs Mobile vs Tablet Market Share Worldwide - September 2018

,,Tal;lefs Will. Overtake Laptops in 2013”
http://allthingsd.com 14




Tablet operating systems

Android: Google (2005)
. Open source (source code is public) _
| Linux-based | ppmaugsg -

iOS: Apple (2007) ,
—— Software Developer Kit (Apple’s fee 30%) &
2.4 XNU kernel (X Not Unix)

Windows 7, 8, 10: Microsoft
Tile-based start screen
32 and 64-bit editions

2@ Windows 8

Mobile operating systems

Mobile Operating System Market Share Worldwide Edit Chart Data
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Over 1.4 billion people are now using Android




Android versions

1.0 (2008 September 23)

The first Android device HTC Dream
Download and updates via Android Market

2.0 Eclair (2009, October 26)

Live Wallpapers, Updated Ul, HTML support, Bluetooth 2.1
3.0 Honeycomb (2011, February 22)

Optimized tablet support and Ul, 3D desktop

4.0 Ice Cream Sandwich (2011, October 11)
WI-FI direct, Adobe Systems' Flash player

4.2 Jelly Bean (2012, October 29)
Wireless charging .
5.0 Lollipop (2014, June 25) 3
Refreshed notification, improved battery use

6.0 Marshmallow (2015, October 5)

p Android 6.0
Marshmallow

4-5\'3

-

Fingerprint management, save battery life

o
7.0 Nougat (2016, August 22) Android 7.0
Daydream virtual reality platform (VR), Shared screer .. d

Rene masweetal
8.0 Oreo (2017, August 21) e e
Picture-in-picture mode, Bluetooth 5, Voice over Internet

o LE

) |
ANDROID 8.0 OREO

Protocol In 2007, when Android was unveiled, Nokia made a statement “we don't see this as a threat” | 17

Android versions
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Alpha Beta Cupcake Donut Eclair Froyo Gingerbread
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Honeycomb Ice Cream Sandwich Jelly Bean KitKat [ ilipop Marshmallow
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Android versions: dessert items

Android version

" 15 Cupcake
16 Donut
20 Eclair
=201 Eclair
mz1 Ectair
w22 Froyo

®23-232 Gingerbread
W233237 Gingerbread

30 Heneycomb
=31 Heneycomb
iz Honeycomb

mapdoz K8Geam
map3404 K2 Geam
mal Jally Bean
w42 Jelly Bean
m4a3 Jelly Bean
maa ikt
=50 Lolipop
ms1 Lolipop
wEo Marshmallow
7071 Hougat
w8081  Oreo

e

| 38 %
[ g

S

Wikipedia

‘ The word Android refers only to a male robot, whereas a female robot is called “Gynoid” ‘

iOS versions

iPhone Firmware 1.0 (2007, Aug 1)

iOS 6 (2012, September 19)
Apple-created Maps, Do Not Disturb, Passbook, Facebook integration
iOS 7 (2013, June 10)

Buttons redesigned, New Ul for arranging tab-bar icons,
System-wide dynamic font size, configurable in Settings

iOS 8 (2014, June 2)

Redesigned Ul.

iOS 9 (2015, Sept 16)

Carplay, Health, UV exposure, water intake, photo
management, stability improvements, etc.

iOS 10 (2016, Sept 16)

Allow hiding home screen icons, Advanced

face recognition, gender diverse emoji

iOS 11 (2017, Sept 19)

3D touch icons, Battery life improvement, fixed
calculator, Siri translator, etc.

iOS 12 (2018, Sept 17)
Apple books, Compass, Measure (augmented reality), Voice memos, etc.

Measure (augmented reality)

20




Major types of Software

2. System Software T,

Run the computer hardware and system
by extending the services of the operating
system

Visual Studio

ns

Two subgroups:

- Development kits (programming software)
e.g. Microsoft Visual Studio, Labview

- Utilities
* e.g. file managers
* anti virus
« file compression software

Major types of Software

3. Application software

- General-purpose application software
« Office software packages
* Games
* Design software
* Web browsers
 Graphical program packages e —
- Statistical software packages etwsicsond. Hordwars

Op system
- Special-purpose software
To execute unique tasks.
- Data collection

+ Data processing
- Etc.

22




Major types of Software

4. Network Software
* network extensions of the operating systems (e.g.
sharing folders or printers)

- Network operating systems

* Novell Open Enterprise
Server (Netware)

* MS Windows 2008 server Operating system

Novell £

Windows Server:2008 r2

Web | Vir | Manag | Better Tog

with

s7

»,Computers are like bikinis. They save people a lot of guesswork.” (Sam Ewing)

23

Malware, viruses and worms
Malware: malicious software
Virus: attached to program or file

- automatic execution
- replicates itself

‘9
Worm: no host file, no human action ‘/‘3

Trojan horse: looks desirable
Spyware: secretly collects

Adware: secretly working progra
deploying junk adds

24




Malware, virus, worm, trojan

Number and Types of Malwarein U.S.

Joke, BEL

Security Risk, spyware,
987 1

Dialer, 306 UP, 10237

Adware, 24673

Source: news.cnet.com
25

Why Do People Create
Computer Viruses?

@3 Hi, | am an Albanian virus but because of poor technelogy in my
e country unfortunately | am not able to harm your computer. Plesse be
50 kind to delete one of your important files yourself and then forward
me to other users. Many thanks for your cooperation! Best
regards, Albanian virus

- Prove they can
«Ilove you (2000)

Yes No Cancel - ;:'
windows error

% windows want's to blow up youcomputer.

- Gain control (hack) a
computer

- Gain money

- Steal sensitive information (credit card numbers,
passwords, personal details, data, etc.)

- Revenge against a company

- To paralyze a computer or network (military)
+ Stuxnet (2010), DarkSeoul (2013)

I proceed | [ cance | | kill yourself |

26




Virus to gain money (ransom virus)

Supported and Protected by ‘." b |

try: US United States
California

Los Angeles

§ Syst Windows 7 (64-bit)

ATTENTION! Your PC is blocked due at least one of the reasons
specified below.

You have been violating «Copyright and Retated Rights Law= (video, Music, Software) and
Hegally using or distributing copyrighted content, thus infringing Article 1, Section 2, Clause
8, also known as the Copyright of the Criminal Code of United States of america.

Article 1, Section 2, Clause 8 of the Criminal Code provides for a fine of 200 to 500
minimal wages or a deprivation of liberty for 2 to 8 years.

You have been viewing or distriduting prohibited Pornographic content (Child Porn/Zoophilia
and etc). Thus violating Article 2, Section 1, Clause 2 of the Criminal Code of United States
of America. Article 2, Section 1, Clause 2 of the Criminal Code provides for a deprivation of
liberty for 4 to 12 years.

FBI. CYBERCRIME DIVISION
International Cyber Security Protection Alliance

%) woneyPor

MoneyPak Voucher NO/PIN Amount

Where can | buy MoneyPak?

] p—

Walmart kman Wkijesna

How do | unblock the computer using
the MoneyPak?
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Virus use to gain money (ransom virus)

The Ransomware Business is Booming: Nearly 50 percent of

organizations have been hit with ransomware!

Email link

Email attachment

A Web site or Web application other than
email or social media

Social media 40/0
USB stick 39,
Business application 1%
We don't know 90/0
Source: Osterman Research, Inc

https://blog.barkly.com/ransomware-statistics-2016

31%
28%
24%

28




Trojan horse: example

=
From:  Manager Matias Nash Hide
[ <rich>

Beo: | <richy tmail.coms  <ril il.com= = <ri woh.m.com:s

Shipping Service

Fal ry 17, 2013, 5:42

Tracking ID: 5052-79288743

Date: Monday, 11 February 2013, 10:22
AM

Dear Client,

Your parcel has arrived at February 14.Courler was unable to
deliver the parcel to you at 14 February 06:33 PM.

To receive your parcel, please, print this receipt and go to the

nearest office.
Print Receipt

Best Regards, The FedEx Team.
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Phishing and whaling

Attempt to acquire sensitive information in an electronic
communication:

- usernames, passwords, credit card details

Gmail

Lloyds Bank Account Status Notice!

1 message

Lloyds Bank <noreply@eml.com> 1 March 2014 08:02
To: Recipients <noreply@eml.com>

Valued Customer,

Recently, we noticed that someone has made suspicious attempts
to log into your online account from this (IP) address "194.768.58.907

Therefore our security commitment forces us to block your account temporarily until
you verify your identity on our systems,

Click Here To Continue

Customer Service
Lioyds Banking Group PLC 2014.

30




Virus protection

©
- Regular backup of important files mg

N
- Never open unknown attachment or link @

- Use firewall m HAVG KAIPzRIKY 2
NoDsz2@ ZAntilir

@ BE

,sgmmucc.

- Run antivirus program regularly

- Run Spy-ware & Ad-ware
detection programs regularly

- Update operating system regularly g™




